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(&8t 70 10 KEEL 2025]

1. EHREF2)T10KER 2015 (IPA)
https://www.ipa.go.jp/security/10threats/index.html

2. [E8HEFUTA10KER 2015 (IPA)
https://www.ipa.go.jp/security/10threats/2015/2015.html

3. FIMEEDT=HD YT IR —ERREFADFSIZ (IPA)
https://www.ipa.go.jp/security/sme/f55m8k0000001wpl-att/outline_guidance_cloud.pdf
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https://www.ipa.go.jp/security/10threats/index.html
https://www.ipa.go.jp/security/10threats/2015/2015.html
https://www.ipa.go.jp/security/sme/f55m8k0000001wpl-att/outline_guidance_cloud.pdf

(€:-))

I SoY LAREICKDHE
1. FMEELFHIHE T BT AN—ZEHZHSEIBRDEREICDOVT(EET)
https://www.npa.go.jp/publications/statistics/cybersecurity/data/R6kami/R06_kami_cyber_jousei.pdf
2. SUH LI TRBIZKDIERFRICET 2555 (X &1 KADOKAWA)
https://group.kadokawa.co.jp/information/media-download/1356/d3f77b589c58d083/
3. WARBROMLEITAICHTIEBEASVICHIEEFEC DL T #H X REKADOKAWA)
https://www.kadokawa.co.jp/topics/12010/
4. EREEESIT—2X—XIDDBJIZT 2 AN\ —BBICET HIHE (EdmiEik-DDBJ2—)
https://www.ddbj.nig.ac.jp/news/ja/2024-10-22
5 A RNAIET—INDHNBOLDFET I ERAEEOREICDOVT(E—R) Bt 1)
https://www.hirokei.co.jp/news/646/
6. BURKFYRT—INDNBOEDRET I EAEEDOREICDOVT(EZR) (X1t 1)
https://www.hirokei.co.jp/news/649/
7. BHARIRT—IO~NDHNENODRET I EABEDREEICODVT(E=H) A stens 1)
https://www.hirokei.co.jp/news/668/
8. T—AWEBDOAUT —BEFIVII—t Ver L. OFEEEFFEEAT O - THLUOVIMRR)
https://sakura.digitalforensic.jp/home/act/products/higai-checksheet/
9. The No More Ransom Project(No More RansomZ7’RA¥z /1)
https://www.nomoreransom.org/

2 TSAF - POFRRRZE-E
1. FETIRRIZEBEANFRBAVICETIEZVECHRE BRI EA—)
https://www.iseto.co.jp/news/news_202410.html
2. MERREH ERAXBOIVT LAV 7HREBICHSENERBAVEEIREITRADIEIZOVT(EET)
https://www.city.toyota.aichi.jp/pressrelease/1060027/1060257.html
3. MRIEBZRREDSOY LI THEEIC OV T(EMR) (FER)
https://www.pref.tokushima.lg.jp/ippannokata/kurashi/zeikin/7242743/
4. FREFIIB T2V E1—8—D )L RAREIT DO TEIFRWLT)
https://www.city.wakayama.wakayama.jp/kurashi/zeikin/1001083/1058780.html
5. EREFIIBTHIVE1—F— VAL ABEIIDOVT(RER) (BER)
https://www.pref.ehime.jp/page/85357.html
6. [FB1RIABHICHEFEIHAN—HREBICLEIVATLOELEEREOHHLE (A SHEE)
https://www.kantsu.com/news/6573/
7. (B3R LHICHB T2 A N—KBIZLEVRATLOELERREOSMOE MASHLER)
https://www.kantsu.com/news/6615/
8. EANEHRRHEOATREMSICET SR X =ER)
https://www.kantsu.com/news/6628/
9. XZ UtilsIZBE D &HHI1—FH S A SN 7-fERE (CVE-2024-3094) [Z DLV T (JPCERT/CC)
https://www.jpcert.or.jp/newsflash/2024040101.html
10. Urgent security alert for Fedora Linux 40 and Fedora Rawhide users (Red Hat)
https://www.redhat.com/en/blog/urgent-security-alert-fedora-40-and-rawhide-users
M. HAN—KRE~ADERE | TSBOMI(VIr Iz 7HMRBRR)ZEFALTY/ Iz 7OMHEEEEET LERMFEICOVTORETF
BlERELELI-(BFEESE)
https://www.meti.go.jp/press/2024/08/20240829001/20240829001.html
12. YANR—F2)TABEHAIRTAVEXBY—IL(BEEES)
https://www.meti.go.jp/policy/netsecurity/mng_guide.html
13. ABERAZICBTAEREXF )T LDV TSAFI—2 - YRIRE DO DEHREREFIIE(RNB YA N\—tFaTrE25—)
https://www.nisc.go.jp/pdf/policy/general/risktaiou28.pdf
14. BRIEEEYAN—EF2UTAHMRIAV (—RBHFEEABARBBETESR)

https://www.jama.or.jp/operation/it/cyb_sec/cyb_sec_guideline.html

B RTLDHEFE MR -IRE
1. Palo Alto Networks & PAN-OS (M Hfa551% %1512 DL T(CVE-2024-3400) (IPA)
https://www.ipa.go.jp/security/security-alert/2024/alert20240415.html
2. Palo Alto Networks DI PAN-OS I OTARE55 1 - /Sy FEE T (SecurityNEXT)
https://www.security-next.com/155956
3. Palo Alto Networks #t & PAN-OS GlobalProtect ® 0OSa<Y > R4 -2 3> DO 551 (CVE-2024-3400) 1B 3 %X B ML 2

(JPCERT/CC)

https://www.jpcert.or.jp/at/2024/at240009.html
4. PHPDfz5514 (CVE-2024-4577) #JH 3B EIZ DLV T(IPA)
https://www.ipa.go.jp/security/security-alert/2024/alert_20240705.html
5. WindowsIRIEDIPHPIHfEEFE . 524 LDIEMIZ - #hiEEEMEICEEE (SecurityNEXT)
https://www.security-next.com/158289
6. KIGARBHEICH A/ —KE FRBLAEEEICERGKRER)
https://nordot.app/1158206853963727018
7. KIGHREMREA T LDERERERAO VA N—REHREI DV THARHILTVY)
https://www.contec.com/jp/info/2024/2024050700/
8. KIGHHFKE BHRMENB00E DY A /N\—KEIZ DN THRTH 7= (piyolog)
https://piyolog.hatenadiary.jp/entry/2024/05/03/015043
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https://www.npa.go.jp/publications/statistics/cybersecurity/data/R6kami/R06_kami_cyber_jousei.pdf
https://group.kadokawa.co.jp/information/media-download/1356/d3f77b589c58d083/
https://www.kadokawa.co.jp/topics/12010/
https://www.ddbj.nig.ac.jp/news/ja/2024-10-22
https://www.hirokei.co.jp/news/646/
https://www.hirokei.co.jp/news/649/
https://www.hirokei.co.jp/news/668/
https://sakura.digitalforensic.jp/home/act/products/higai-checksheet/
https://www.nomoreransom.org/
https://www.iseto.co.jp/news/news_202410.html
https://www.city.toyota.aichi.jp/pressrelease/1060027/1060257.html
https://www.pref.tokushima.lg.jp/ippannokata/kurashi/zeikin/7242743/
https://www.city.wakayama.wakayama.jp/kurashi/zeikin/1001083/1058780.html
https://www.pref.ehime.jp/page/85357.html
https://www.kantsu.com/news/6573/
https://www.kantsu.com/news/6615/
https://www.kantsu.com/news/6628/
https://www.jpcert.or.jp/newsflash/2024040101.html
https://www.redhat.com/en/blog/urgent-security-alert-fedora-40-and-rawhide-users
https://www.meti.go.jp/press/2024/08/20240829001/20240829001.html
https://www.meti.go.jp/policy/netsecurity/mng_guide.html
https://www.nisc.go.jp/pdf/policy/general/risktaiou28.pdf
https://www.jama.or.jp/operation/it/cyb_sec/cyb_sec_guideline.html
https://www.ipa.go.jp/security/security-alert/2024/alert20240415.html
https://www.security-next.com/155956
https://www.jpcert.or.jp/at/2024/at240009.html
https://www.ipa.go.jp/security/security-alert/2024/alert_20240705.html
https://www.security-next.com/158289
https://nordot.app/1158206853963727018
https://www.contec.com/jp/info/2024/2024050700/
https://piyolog.hatenadiary.jp/entry/2024/05/03/015043

4 R RAEARIEICLSHIERFAE]
1. BHFTHBICEIEEEHROBABTRORBAVICETIBEVESHMLE (FILTUiviLEmRERXSH)
https://www.prudential.co.jp/news/pdf/841/20240409.pdf
2. REBICLDHEANBEROFELHSHLICETISHRELSET(RIAVNTILHEISH)
https://www.livable.co.jp/assets/files/3972
3. EAKKRBROREAREMEICE T 5BV ESHMSBITDOVTHFIF U TE MR KAL)
https://www.daikin.co.jp/taisetsu/2024/240216
4. BRI VT RREEICLIFROTELFHLHLUICETIEM5E (HAEHEIIL)
https://www.kuraray.co.jp/news/2024/240325_2
5. HBICHITENEFER LA AFS12E 5 M (IPA)
https://www.ipa.go.jp/security/guide/hjuojm00000055I0-att/ps6vr7000000jvch.pdf
6. IPANEWS Vo0!.64(2023 £ 12 A &) £F2UT1D IS H(IPA)
https://www.ipa.go.jp/about/ipanews/ipanews202312.html
7. BRUEEEREN (BEFEXRY)
https://www.meti.go.jp/policy/economy/chizai/chiteki/guideline/h31ts.pdf

5 MR ERETIEEMERE
1. EBABRBEZECHEBRBAVOSZNICOVNT(ELE)
https://pr.fujitsu.com/jp/news/2024/07/9.html
2. ETEMAEF )T —BHOREHRRER. BABBRECT7MIILICERITUF(BEIORTYY)
https://xtech.nikkei.com/atcl/nxt/news/24/01158/
3. BEEMNILVITREICIDERREOARELE(TOILT—E T+L2Dv)
https://digitaldata-forensics.com/column/cyber_security/15146/
4. [EEIRBEEEOFERBFEICET HHE (55—R) (DMM Bitcoin)
https://bitcoin.dmm.com/news/20240531_01
5. LEMEERLTBYA/N\—KES )L—TTraderTraitor| “ & HREB EEEER EZLIZNELI Y A /N—HEITOVT(EET)
https://www.npa.go.jp/bureau/cyber/koho/caution/caution2024 1224 .html
6. [(EEIOBERUENMNEEDSBI VCAL—FADBEIZMITzEAREEIZDLVT(DMM Bitcoin)
https://bitcoin.dmm.com/news/20241202_01
7. JAXAIZBWTRELERET VERICEDIRMITRICOVT(FHEMEA KR FEEE)
https://www.jaxa.jp/press/2024/07/20240705-2_j.html
8. IAXAIZIEHIEI Y (/N —E, 23~245F #EFRFTHEH, (B REFHE)
https://www.nikkei.com/article/DGXZQOUE210L20R20C24A6000000/

6 LM E—FT—VFDRELEMEAEA-HE]
1. BERARIVS =79 ) a—23 0 AANDFRETIERIZDNTEED TH 1= (piyolog)
https://piyolog.hatenadiary.jp/entry/2024/07/23/023045
2. RRARFEUADOFET7VLRIFTVPNEERZA | BAERKN4165 A RENBEIOZXTVY)
https://xtech.nikkei.com/atcl/nxt/news/24/01202/
3. (ATRFEDRER) FVHY LIITHEADMISIKRICETHEHMoE (ALEE)
https://contents.xj-storage.jp/xcontents/AS90749/c1283b79/e663/48c3/9970/671ac391c2bc/140120241031508178.pdf
4. SMEELFHCH T2 HFAN—EHEHCEBRDBEBREICOVTERET)
https://www.npa.go.jp/publications/statistics/cybersecurity/data/R6kami/R06_kami_cyber_jousei.pdf
5. [HSFEICETEYAN—EMEDHCIERBDOEDFICDOVT(ERT)
https://www.npa.go.jp/publications/statistics/cybersecurity/data/R5/R05_cyber_jousei.pdf
6. FHAFEIZH TR AN—ZEREHCIEROBRFITDOVNT(ERT)
https://www.npa.go.jp/publications/statistics/cybersecurity/data/R04_cyber_jousei.pdf
7. TLI—0ZT3BOEX 1) T4 LDFEEIE(PA)
https://www.ipa.go.jp/security/anshin/measures/telework.html

7 I RY RVISER T 591/ —KE
1. B 7RN\VA—%KH BARDBEREGAMIESAN—HEM (NHK)
https://www3.nhk.or.jp/news/html|/20241018/k10014613281000.html
2. Living Off The Land#fii £ 2L JIED Y A N\—KRE(CET L EEME (REY 1/ —tXa)T1tr %)
https://www.nisc.go.jp/pdf/news/press/240625NISC_press.pdf
3. Operation BlotlessI B v R— (2B ¥ 5T EMuiE (JPCERT/CC)
https://www.jpcert.or.jp/at/2024/at240013.html
4. "Typhoon” NE-RHPDEEEYMBZ S
https://gblogs.cisco.com/jp/2025/02/salt-typhoon-analysis/
5. Strengthening America’s Resilience Against the PRC Cyber Threats
https://www.cisa.gov/news-events/news/strengthening-americas-resilience-against-prc-cyber-threats
6. MirrorFace IZ&2HA/N\—HEIZDWT CGEEEE) (REAY A/ \—tFa)TsE25—)
https://www.nisc.go.jp/pdf/news/press/20250108_MirrorFace.pdf

-8 il DAY —E R EHE (DDoS BE) |
1. BAMZETRELEZRET —2EMERDO R YT —IEEIZ DLV TELSH THI= (piyolog)
https://piyolog.hatenadiary.jp/entry/2024/12/30/154109
2. THhe4 BRNEEEMA T TIIBAERKFEODDoSKE(Z DLV THEER (ZDNET Japan)
https://japan.zdnet.com/article/35228883/
3. 2024F KM 5 DDDoSKEHE LB EMEMNEDONDIOTRY MR D KIRBELFEIZEA (FLURTro0)
https://www.trendmicro.com/ja_jp/research/24/l/iot-botnet-activity-ddos-attacks.html
4. TDDOSHE 1ZRATH A MIIKFEEELY PREF2ANEHERE BRIT. XLETEHRRIE] (ITmedia NEWS)
https://www.itmedia.co.jp/news/articles/2412/11/news172.html
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https://www.npa.go.jp/publications/statistics/cybersecurity/data/R04_cyber_jousei.pdf
https://www.ipa.go.jp/security/anshin/measures/telework.html
https://www3.nhk.or.jp/news/html/20241018/k10014613281000.html
https://www.nisc.go.jp/pdf/news/press/240625NISC_press.pdf
https://www.jpcert.or.jp/at/2024/at240013.html
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5. YAN—KREDORTY—ERBOEERELN FREENEFER (NHK)
https://www3.nhk.or.jp/news/html|/20241212/k10014665381000.html

9 filE R RAA—LFERR]
1. ETASBOMFEHMSEVMEANTZof-, EETITEADT—TIA VB HEEMH LT 535 & (L/ATYITR)
https://levtech.jp/media/article/column/oversea/detail_521/
2. REHELA 3B EAZTFRT LTI L, ETAREO CFO (FaH Fi#(2024 £2 A 5 A) (CNN.co.jp)
https://www.cnn.co.jp/world/35214839.html
3. BEC Attacks Surge 20% Annually Thanks to Al Tooling (Infosecurity Magazine)
https://www.infosecurity-magazine.com/news/bec-attacks-surge-20-annually-ai/
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https://www.itmedia.co.jp/news/articles/2406/14/news 130.html
2. BEICHH EERBRICHREXE. DEREXF VT, RKEXF YV IDEIEAN BASHHET 42/ \0)
https://www.tdb.co.jp/newsroom/news/5qv35g4atw/
3. MISFERIZE T 2BEABHROBA VI OVT (RELHERESR
https://www.kyoiku.metro.tokyo.lg.jp/information/press/2024/05/2024053105
4. BIABFEFRIZE T HBEANBERORBAVCOVT [EFZR] (REBHAEZER)
https://www.kyoiku.metro.tokyo.lg.jp/information/press/2024/07/2024070502
5. RINERICE T HBEABBRORZ NMD2LT (BEK)
https://www.city.meguro.tokyo.jp/kyouikushidou/kosodatekyouiku/gakkoukyouiku/ed20240729.html
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https://www.pwc.com/jp/ja/knowledge/thoughtleadership/generative-ai-survey2024-us-comparison.html
2.4/ Al TERIOD PR BRI~ “REORYPLR B ~DERHEN L s 1 BRI T2 THIBRY 5% R&IZ(ITmedia)
https://www.itmedia.co.jp/aiplus/articles/2411/08/news167.html
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https://newsdig.tbs.co.jp/articles/-/1494992
AR ABRLIAIVAER. ZRTA 25 RO BERRTRHRE - REHFREMESE 1A GRFTHE)
https://www.yomiuri.co.jp/news/national/20240528-OYT1T50015/
577U FzvLIE(BBENPOEN J7IRNFIV A= T T47)
https://fij.info/introduction
6.RAG | RS (IR EHRR)
https://www.nri.com/jp/knowledge/glossary/rag.html
7A =D T4ICEBTBLYRF—IU T FEHA AR (5 1.00 i) (Al E—T T4 AV AT4T21—hR)
https://www.ipa.go.jp/digital/ai/begoj90000004szb-att/ai_safety rt_v1.00_ja.pdf
BAMEEBETIILOFFRIZETE10 DI a0 B EZORE (NTT (2 ERAZEAT)
https://www.rd.ntt/sil/project/LLMInjectionTaxonomy/LLMInjectionTaxonomy_v1_20241225.pdf
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https://www.itmedia.co.jp/news/articles/2501/10/news 166.html
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https://www.soumu.go.jp/main_content/000970479.pdf
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https://www.itmedia.co.jp/news/articles/2411/13/news144.html
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https://www.ipa.go.jp/security/anshin/measures/account_security.htmi
2. F3A2ETSRIXRT—R(IPA)
https://www.ipa.go.jp/security/chocotto/index.html
3. AUB—RYDRE-RUNVEFT VI (REY AN —tF ) Tr02—)
https://security-portal.nisc.go.jp/guidance/handbook.html
4. RIMEFEOLLYIREQT AU HEDRRAELES/IRT—ROELELIENG I (IPA)
https://www.ipa.go.jp/security/anshin/attention/2016/mgdayori20160803.html
5. Have | Been Pwned? (HavelBeenPwned.com)
https://haveibeenpwned.com/
6. BMEFLUTAI0KRER 2024 (a5 L RAF—FH>TWETHA 2?2 HLWLERIEAR T/ RRAT—FLRDEIZ ! J(IPA)
https://www.ipa.go.jp/security/10threats/nq6ept000000g22h-att/kaisetsu_2024.pdf
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1. $E5E BFRESILEE CEREZEE)
https://www.mext.go.jp/b_menu/shingi/chousa/shotou/056/shiryo/attach/1249674.htm
2. BBEFUTAEESRIPA)
https://www.ipa.go.jp/security/guide/keihatsu.html

3. FFUNF VI EIEBRENPOEN I7IRFIV I A= T T47)
https://fij.info/introduction

4. YAN—EFaYT4DUVHD(PA)
https://www.ipa.go.jp/security/security-himitsu/index.html

5. MEDLEY (IPA)
https://www.ipa.go.jp/security/guide/shiori.html

TR I7AIILORAE UL -URL DY) IERZIZLELY ]
1. Emotet (TETYM) WEDMF A (IPA)
https://www.ipa.go.jp/security/emotet/attack.html
2. WDHEHBOLKYTURLI D IADTIERITEE ! 1(IPA)
https://www.ipa.go.jp/security/anshin/attention/2021/mgdayori20210831.html
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1. JPCERT/CCAEYFEED T H A N—HBEEFBROKBELARDHY S IITHRIATHREE DA% (JPCERT/CC)
https://www.jpcert.or.jp/tips/2021/wr213201.html
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1. BAN—tEF ) TFREHARSAVEXBY—IL (BEEESL)
https://www.meti.go.jp/policy/netsecurity/mng_guide.html
2. AVVTUNRERICHRBNTERLTHRNESRE@HFEEXSL)
https://www.meti.go.jp/policy/netsecurity/downloadfiles/CSM_Guideline_app_C.xlIsx
3. CSIRTZ 77 EAZ7x—X(JPCERT/CC)
https://www.jpcert.or.jp/csirt_material/operation_phase.html
4. YAN—AVOTUMERBRGEE—E B EEEFFHEABRRVNT—IF2)T1HR
https://www.jnsa.org/emergency_response/
5. TORI-THLU DV IIRE - B RIGEERN (TO-THL OV IRRE
https://digitalforensic.jp/df-investigator-list/
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1. BROF=OD YA /N\—tFa) T (RTEL)
https://www.soumu.go.jp/main_sosiki/cybersecurity/kokumin/index.html
2. TYIhryz 7 EHRIZ[M(+1=SBOM (Software Bill of Materials) DB A IZET 2 F 512K ELEL-(BHFEES)
https://www.meti.go.jp/press/2023/07/20230728004/20230728004 .html
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https://www.meti.go.jp/press/2023/05/20230529001/20230529001.html
4. DT HAOBERKRERREY—IL iLogScanner(IPA)
https://www.ipa.go.jp/security/vuln/ilogscanner/index.html
5. YA N\—tF 2T BBITHERY—E X (IPA)
https://www.ipa.go.jp/security/otasuketai-pr/index.html
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1. Data Backup Options (Y4 /\—t X2 T -4V TSRS FvEF¥2)T4T)
https://www.cisa.gov/sites/default/files/publications/data_backup_options.pdf
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